elttam

JOB DESCRIPTION

Job Title Principal Security Consultant
Status Full Time
Location Melbourne, VIC, Australia

Company Overview

Elttam Security Pty Ltd. is a globally recognized, independent information security company
renowned for our advanced technical security assessments. Our mission is to adapt to
evolving security landscapes while maintaining the highest standards of quality and integrity.
By delivering independent, high-quality, research-driven security assessment services, we
protect our clients' most valued assets. We remain at the forefront of industry trends through
research and development, and support our team members' professional growth through
conferences and certifications.

Role Description

Elttam Security Pty Ltd. is looking for a Principal Security Consultant located in or willing to
relocate to Melbourne, Victoria.

This position is responsible for performing security auditing and adversarial simulation
services for our clients in a principal capacity, as well as producing and delivering
high-quality reports detailing and explaining security findings, outcomes, and
recommendations.

Key Duties and Responsibilities

As a Principal Security Consultant at elttam, you will:
e Conduct risk and security control assessments.
e Interpret security policy and contribute to the development of standards and
guidelines.
e Review information system designs, provide guidance on security strategies to
manage identified risks.
Provide specialist advice.
Explain systems security and the strengths and weaknesses.
Perform security auditing and adversarial simulation services for our clients.
Write comprehensive technical reports detailing and explaining security findings,
outcomes, and recommendations.
e Attend and participate in meetings with our clients, including presenting and
discussing security findings.



e Contribute to internal research, engineering, and business development activities.

Qualifications

A Bachelor of Engineering, Computer Science, other relevant degree, industry certifications,
or equivalent experience is ideal. Candidates should have at least ten years of technical
consulting experience.

Skills and Experience

e Demonstrated experience working as a Security Consultant in at least a senior
capacity.

e Experience working with clients in various industries, including aviation, automotive,

medical, and defense.

Skills to conduct security-focused source code, network, and design reviews.

R&D skills to contribute to internal tooling and vulnerability research projects.

Strong technical writing and verbal communication skills.

Experience performing embedded device assessments and/or adversarial

simulation-style assessments (e.g., red/purple teaming).

Personal Attributes

Integrity and discretion.

Maturity, discipline, and self-motivation.

Passionate about security and technology.

Attention to detail and commitment to producing high-quality work.
Committed to self-development through research and engineering.
Enjoys working both independently and as part of a team.

Enjoys contributing to and improving the organization.

Application Instructions

To apply, please email your resume and a detailed write-up of your solution to any one of our
challenges found on libctf.so to join@elttam.com. Please include "Principal Security
Consultant Application" in the subject line.
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